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• 30 years plus in computer security

• Expertise in host and network security, IdM, crypto, 

PKI, APT, honeypot, cloud security

• Consultant to world’s largest companies and militaries 

for decades

• Previous worked for Foundstone, McAfee, Microsoft

• Written 12 books and over 1,000 magazine articles

• InfoWorld and CSO weekly security columnist 2005 -

2019

• Frequently interviewed by magazines (e.g. Newsweek) 

and radio shows (e.g. NPR’s All Things Considered)

About Roger

Certification exams passed include:

• CPA

• CISSP

• CISM, CISA

• MCSE: Security, MCP, MVP

• CEH, TISCA, Security+, CHFI

• yada, yada
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Roger’s Books
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KnowBe4, Inc.
• The world’s most popular integrated Security Awareness 

Training and Simulated Phishing platform

• Based in Tampa Bay, Florida, founded in 2010

• CEO & employees are ex-antivirus, IT Security pros

• We help tens of thousands

of organizations manage

the problem of social

engineering
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Your Org Was a:

• Victim of opportunity (random, malware involved)

• Targeted (human adversary involved from the start)

• Victims of opportunity attacks are far more common

• You can’t as easily stop a targeted attack, but you can more easily put down 
opportunity attacks

Why Hackers Hack
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Summary - Nuclear Badness

• Steal Intellectual Property/Data

• Steal Credentials

• Threatening Victim’s Employees and Customers

• Using Stolen Data to Spear Phish Partners and Customers

• Public Shaming

Good luck having a good backup save you!

More Malicious Ransomware
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Steal/Leak Data

• Ransomware now FREQUENTLY copies data before encrypting it

• Determines company’s “crown jewels”

• Target database servers, stop processes, copies GB of data

• Threatens to post publicly, give to victim’s competitors

• Ransomware groups involved so far: Zeppelin, Maze, Revil/Sodinokibi, Snatch, 
etc.

More Malicious Ransomware
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Steal Credentials

• Ransomware hackers search for every credential they can steal and re-use to 
maximize pressure, future pain, future financial gain

• Notpetya stole Windows/Active Directory credentials
• But only to propagate

More Malicious Ransomware

• Ransomware gangs now 
extract every found credential 
they can before revealing 
themselves and asking for 
ransom

• They don’t usually tell you they 
have done  it
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Steal Credentials

Example:

• Ransomware hackers were in company for 14 months without detection

• Used Trickbot trojan to collect passwords

More Malicious Ransomware
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Threaten Victim’s Employees

• Ransomware now targets employees of victim

• Notifies employees that they have the employee’s logon credentials, SSN, 
personal info, etc.

More Malicious Ransomware
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Threaten Victim’s Customers

• Let’s the victim’s customers know that they have their logons and private data 
and will release publicly

• Sometimes actually extort the customer in addition to the company

More Malicious Ransomware
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Threaten Victim’s Customers

• Ransomware gang says PATIENTS of a compromised plastic surgery center 
must pay or else they will go public with what plastic surgery each patient had.

More Malicious Ransomware
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Threaten Everyone – Real-World Example

More Malicious Ransomware



Root Causes of Cybersecurity Incidents

root causes → how attackers/malware break in

?

?

?
What’s the number one root cause threat in your environment?
• Programming Bug (patch available or not available)
• Social Engineering
• Authentication Attack
• Human Error/Misconfiguration
• Eavesdropping/MitM
• Data/Network Traffic Malformation
• Insider Attack
• 3rd Party Reliance Issue (vendor/dependency/watering hole)
• Physical Attack
• Brand New Attack Vector (w/o current/default mitigation)

Ask Yourself 3 Key Questions:

1. Can your team correctly answer what is the top root cause? 

2. Is the answer consistent across all stakeholders? 

3. Do you have data to back up the right answer?



• Social Engineering

• Unpatched Software

• But don’t trust me, 

measure your own risk

Biggest Initial Breach Root Causes for Most Companies

https://blog.knowbe4.com/70-to-90-of-all-malicious-breaches-are-due-to-social-engineering-and-phishing-attacks

Social engineering is responsible for 70% - 90% of all malicious data breaches



3 x 3 Security Control Pillars

3 x 3 Security Control Pillars - https://www.linkedin.com/pulse/3-x-security-control-pillars-roger-grimes

For every high-risk threat you want to 
mitigate, create 3 x 3 controls
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Top Defenses for Most Organizations

(in order of importance)

• Mitigate Social Engineering

• Patch Internet-accessible software

• Use non-guessable passwords/multi-factor authentication
• Different passwords for every website and service

• Teach Users How to Spot Rogue URLs
• https://blog.knowbe4.com/top-12-most-common-rogue-url-tricks

• https://info.knowbe4.com/rogue-urls

• Use Least-Permissive Permissions

• Run OSINT tools on your org to learn what is out there

Best Defenses

https://blog.knowbe4.com/top-12-most-common-rogue-url-tricks
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The KnowBe4 Security Awareness Program WORKS

Baseline Testing

Use simulated phishing to baseline assess the Phish-prone™

percentage of your users.

Train Your Users

The world's largest library of security awareness training content; 

including interactive modules, videos, games, posters and 

newsletters. Automated training campaigns with scheduled 

reminder emails.

Phish Your Users

Best-in-class, fully automated simulated phishing attacks, 

hundreds of templates with unlimited usage, and community 

phishing templates.

See the Results

Enterprise-strength reporting, showing stats and graphs for both 

training and phishing, ready for management. Show the great ROI!
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Security Awareness Training Program That Works

• Drawn from a data set of over 
four million users

• Over 17K organizations

• Over 9.1M Simulated Phishing 
Campaigns

• Segmented by industry type and 
organization size

https://info.knowbe4.com/phishing-
by-industry-benchmarking-report



Questions?

Tel: 855-KNOWBE4 (566-9234)    | www.KnowBe4.com    | Sales@KnowBe4.com

Roger A. Grimes– Data-Driven Defense Evangelist, KnowBe4
rogerg@knowbe4.com

Twitter: @rogeragrimes

https://www.linkedin.com/in/rogeragrimes/


